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ENCRYPT Facts and Figures

= Project Short Name: ENCRYPT =XUS  omome=me 2o pEonTELs MANCHESTER
u Grand Agreement ID: 101070670 @ @TrustUJ .\"i?owmmm (@ TRANEZA HneiPoY %%
= HORIZON-CL3-2021-CS-01-04 - Scalable privacy-preserving technologies
for cross-border federated computation in EU involving personal data | R @secoi
* Funding Scheme: Research and Innovation Action (RIA)
= Total Funding: 4,392,540 €
= Duration: 36 Months (July 2022 - June 2025) .
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= Consortium: 14 partners, 8 countries 9 o

v 1start-up (TRUSTUP) Q A v

v 3 x SMEs (EXUS, 8BELLS, DBC)

v 2 x Enterprises (ENG, EPIBANK)

v" 8 Research Institutes (CERTH, AUTH, UNIMAN, TIU, CEA, UNINA, GUF, UMC-Mainz)

= Coordinator: EXUS SOFTWARE MONOPROSOPI ETAIRIA PERIORISMENIS
EVTHINIS (EXUS) - Greece




ENCRYPT Consortium

Consortium Partners m
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4. EIGHT BELLS LTD 8BELLS Cyprus 8 x Research
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Challenges and ENCRYPT Vision

Vast amounts of data in new fields related to Industry, Health and
research

max privacy

Z ideal situation
Sensitive data are present %
researchers and service providers working with personal data need O
process them in a privacy-preserving way, g
Existing PP technologies (HE, MPC, TEE or DP) suitable for small-scale level
Trade-offs between max privacy and efficiency & |
o privacy

no utility max utility

DATA UTILITY

ENCRYPT will deliver a scalable, practical, adaptable privacy-preserving framework
facilitating the GDPR-compliant processing of such data stored in federated cross-border
data spaces by exploiting

State-of-art PP computations technologies

State-of-art supportive technologies, including a recommendations system and a methodological
framework to assess the level of privacy and impact to the organization

Validation in internal and external Use cases in real-world systems




ENCRYPT Key Technologies and results

“ Privacy —Preserving Computation USERS ENCRYPT
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RESEARCHER RECOMMENDATION PRE-PROCESSING KNOWLEDGE ASSESSMENT

v Trusted Execution Environment (TEE)

\/Differential Privacy (DP) PRIVACY-PRESERVING SOLUTIONS
v"Combined HE+TEE, HE+DP Set Pert. Reqs

Set Sec. Regs
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REPOSITORY SERVICE
v"Methodological Framework for privacy risk
INFRASTRUCTURAL SERVICES
assessment LEGERD )
PP Technologies ;‘1“:
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v Front-end and back-end services Bt ORCHESTRATOR  LOGGING  AEPOSITORY .
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ENCRYPT High Level Objectives

1. To improve the applicability and performance of PP technologies towards GDPR compliant, cross-border
federated processing of personal and other sensitive data, developing a toolset of scalable, practical, and reliable
PP technologies

2. To improve the user-friendliness of PP technologies facilitating the identification, understanding, selection, and
adoption of PP technologies by all actors

3.  To foster, and inherently support interoperability for PP processing of similar data types across organisations, and
across sectors.

4.  To promote GDPR-compliant common European Data Spaces and facilitate the exchange of CTI, liaising with
relevant initiatives and projects with a focus on standardization

5.  To ensure the applicability of the developed solutions, co-designing them with end-users, and validating them in
realistic use cases including federated data infrastructures with personal data

6. To strengthen the ecosystem of open-source developers and researchers of privacy-preserving solutions
disseminating, and exploiting open-source project results, as well as upskilling researchers.



ENCRYPT Use Cases

Health Domain: supported by the Hospital Clinic of UNINA validating PP technologies on Patients Data in
different use case scenarios

Cyber Threat Intelligence (CTl) Domain: supported by CERTH as service provider/data processor, and EXUS,
DBC, 8BELLS as data owners and end-users

Fintech Domain: supported by EXUS as the service provider/data processor, EPIBANK as the data steward,
and their customers as the data owners

External 1: MIRACUM federated health data infrastructure. Sharing healthcare data from different
university hospitals and joint research. GUF and AMC-MAINZ, participating in the MIRACUM consortium,
are also participating in ENCRYPT
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ENCRYPT Validation Phases

15t phase: In Lab 2" phase: 39 phase: 4" phase:
Validations Encrypt 3 x Use cases External Validation External Validation

e [M17-M27] ° [M24-M32] [M24-M32] ° [M24-M32]

miracum

Sile" FINTECH EU projects
Milestone | Milestone Name Due
M1 1st version of user requirements, technological specifications, architecture and integration plan MO07
M2 Final version of user requirements, and technological specifications M12
M3 ENCRYPT components v1 M16
M4 Integrated ENCRYPT prototype v1 and final architecture M18
M5 Integrated ENCRYPT prototype v2, validated in-lab M27 M32: Feb 2025
M6 Final ENCRYPT prototype and final components versions M32 M35: IVIay 2025
Final ENCRYPT prototype validated in use cases M36
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Contacts

@ https://encrypt-project.eu/ m encrypt-project a @encrypt project

encrypt


https://encrypt-project.eu/
https://encrypt-project.eu/
https://encrypt-project.eu/
https://www.linkedin.com/company/encrypt-project/
https://www.linkedin.com/company/encrypt-project/
https://www.linkedin.com/company/encrypt-project/
https://twitter.com/encrypt_project

	Slide 1
	Slide 2: ENCRYPT Facts and Figures
	Slide 3: ENCRYPT Consortium
	Slide 4: Challenges and ENCRYPT Vision
	Slide 5: ENCRYPT Key Technologies and results
	Slide 6: ENCRYPT High Level Objectives
	Slide 7: ENCRYPT Use Cases
	Slide 8: ENCRYPT Validation Phases
	Slide 9: Contacts

