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We are pleased to announce the publication of the 1st issue of our 
newsletter! 

 

ENCRYPT is a 3-year Research and Innovation Action, started during 

July 2022, and funded under Horizon Europe. Consortium consists 

of 14 experienced and committed partners, namely 2 industrial 

partners, 3 SMEs, 1 start-up, and 8 research centers universities, 

spread around 8 EU countries.  

The project develops a scalable, practical, adaptable privacy 

preserving framework, allowing researchers and developers to 

process data stored in federated cross-border data spaces in a 

GDPR compliant way. Within this framework, a recommendation 

engine for citizens and end-users will be developed, providing them 

with personalised suggestions on privacy preserving technologies 

depending on the sensitivity of data and the accepted trade-off 

between the degree of security and the overall system 

performance. 

ENCRYPT framework will be designed taking into consideration the 

needs and preferences of relevant actors, and will be validated in a 

comprehensive, 3-phase validation campaign, comprising i) in-lab 

validation tests, ii) use cases provided by consortium partners in 

three sectors, namely the health sector, the Cyber threat 

intelligence sector, and the finance sector, that include cross-

border processing of data, and iii) external use cases including 

privacy preserving computations on federated medical datasets.  

 

 

Our newsletter is published twice a year, offering updates on the 

latest news and advances of the project!  

Subscribe here to receive ENCRYPT newsletter at your inbox. 
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ENCRYPT Objectives 

ENCRYPT vision will be realised around the following list of project-wide objectives: 

O1 To improve the applicability and performance of privacy-preserving (PP) technologies towards GDPR- compliant, 

cross-border federated processing of personal and other sensitive data, developing a toolset of scalable, practical, and 

reliable privacy-preserving technologies. 

O2 To improve the user-friendliness of PP technologies facilitating the identification, understanding, selection, and 

adoption of PP technologies by all actors involved in the personal data collection and processing. 

O3 To foster, and inherently support interoperability for privacy-preserving processing of similar data types across 

organisations, and across sectors. 

O4 To promote GDPR-compliant common European Data Spaces and facilitate the exchange of cyberthreat 

intelligence, liaising with relevant initiatives and projects with a focus on standardisation. 

O5 To ensure the applicability of the developed solutions, co-designing them with end-users, and validating them in 

realistic use cases including federated data infrastructures with personal data. 

O6 To strengthen the ecosystem of open-source developers and researchers of privacy-preserving solutions 

disseminating, and exploiting open-source project results, as well as upskilling researchers. 

 

ENCRYPT Use Cases 

ENCRYPT framework will be deployed in 3 use cases, from different business sectors, namely in Health, Cyber threats 

and Fintech domains. Via these three use cases, the consortium will assess the interoperability of the ENCRYPT 

framework, including its ability to support different types of data from different sectors. Both real and synthetic 

datasets will be used during this validation stage. 

Health domain: Cooperative Oncology. The first use case comes from the health domain, is supported by the Hospital 

Clinic of UNINA, and it will validate the Trusted Execution Environment (TEE) and TEE+Homomorphic Encryption (HE) 

technologies. Read more https://encrypt-project.eu/use-cases/health-domain/     

Cyber Threats domain: CTI Sharing. The second use case is on the cyber threats domain and is supported by CERTH as 

service provider/data processor, and EXUS, DBC, and 8BELLS as data owners and end-users. Within this use case we will 

evaluate and validate the Differential Privacy (DP) and Multi-Party Computation (MPC) technologies. We will further 

validate the Knowledge Graph building software, allowing the interoperability between different types of datasets. 

Read more https://encrypt-project.eu/use-cases/cyber-threats-domain/ 

Fintech domain: Data Analytics. The third use case is on the fintech domain, and is supported by EXUS as the service 

provider/data processor, EPIBANK as the data steward, and EPIBANK customers as the data owners. Within this use 

case, Full Homomorphic Encryption (FHE) in a federated context will be validated, along with the GPU hardware 

accelerator. Read more https://encrypt-project.eu/use-cases/fintech-domain/  
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This first issue of ENCRYPT covers a period of 6 months from project start (July 2022) to the end of the first semester on 
project implementation (December 2022). During this period of time activities on two technical Work Packages have 
initiated, in addition to the horizontal Project Coordination activities. An account on early project achievements, based 
on the progress of initial work is summarised below, per active Work Package. 
 
Data Management Plan [In the framework of Project Coordination - WP1] 
One of the most critical tasks of the project during the first 6 months was to shape and agree on a common data 
management plan between the consortium partners to be followed throughout the duration of the project. The goal of 
this data management plan was to publish an initial version as a public deliverable on December 2022 that will used as 
a “living document” continuously updated with new issues and data artifacts produced during the project. The specific 
public deliverable included the following aspects: 
 Data artifacts to be used and generated within the project spanning from the data types used/generated by the 

project’s software modules and from the ENCRYPT platform as a whole 
 Publication types, presentations, questionnaires and how they are going to be accessed by the consortium as the 

general public 
 Ethics and Legal frameworks supporting the handling and processing of the projects data artifacts throughout the 

duration of the project 
 The data security aspects applied to the ENCRYPT data artifacts  
 The data artifacts template to be followed by all partners in order to produce and generate data at the same type 

format, in order to be interoperable and accessible complying with FAIR principles.  
 
Requirements and architectural design [WP2] 
The first 6 months of the project were dedicated to elicit the first version of all ENCRYPT’s applicable requirements 
namely the: 
 end-user requirements per ENCRYPT’s use case,  
 functional (FR) and non-functional requirements (NFR) of the overall system and platform, 
 technical specifications derived and the first version of the system’s architecture and finally 
 the legal and ethical Requirements applicable to all use cases, 
that will steer the project throughout its duration and drive the technical developments of the project. Based on these 
requirements, the consortium has co-shaped and co-designed together with the consortium’s end-users and recipients 
of the project’s technical offerings the first version of the ENCRYPT’s platform overall architecture and interconnectivity 
of the software modules, along with the interim version of the API’s being responsible for their communication. All of 
these requirements were a product of an intensive task, in which consecutive interviews between the consortium 
technical partners and the end-users took place, in addition to a dedicated workshop session that took place during the 
physical plenary meeting of the project in Athens at 14 and 15th of December 2022.  
 
Integration, validation, and evaluation [WP5] 
Based on the work on shaping the project’s requirements, in parallel the first 6 months of the project where dedicated 
to shape the first version of the integration plan to be followed between the technical partners in order to perform 
their development, technical and integration activities with respect their software modules being aligned with the first 
version of the system’s high-level architecture. The integration plan includes: 
 aspects concerning the methodologies, tools, platforms and technologies to be used by all technical partners in 

order to support their development activities.  
 Specific time planning on the delivery of the initial versions of the software 
 Milestones to be reached for each module development and integration 
 Validation planning on the project’s lab tests 
 Validation planning on the project’s use case implementation. 
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Scientific publications 
 
We present below the list of papers submitted and accepted during the period June-December 2022 that carry 
acknowledgement of ENCRYPT project. For the complete list of research papers, please visit https://encrypt-project.eu/
downloads/publications/  
 
 Gunawan, J., Santos, C., & Kamara, I. (2022). Redress for dark patterns privacy harms? A case study on consent 

interactions. In CSLAW '22: Proceedings of the 2022 Symposium on Computer Science and Law (pp. 181-194). 
Association for Computing Machinery (ACM). https://doi.org/10.1145/3511265.3550448 
Download from ZENODO 

 
 Xekalaki, M., Fumero Alfonso, J., Stratikopoulos, A., Doka, K., Katsakioris, C., Bitsakos, C., Koziris, N., & Kotselidis, C-

E. (Accepted/In press). Enabling Transparent Acceleration of Big Data Frameworks Using Heterogeneous Hardware. 
Download from ZENODO 

 
 

Events 
Check out all ENCRYPT project updates at https://encrypt-project.eu/communication/encrypt-news/ 
 

TILT & TILEC Workshop on the Data Act 
On the 4th of October, Dr. Irene Kamara from project partner Tilburg University, 
participated in a panel discussion on cloud computing, interoperability, and 
standardisation in the Proposal for Data Act, in the framework of “TILT & TILEC 
Workshop on the Data Act”.  
 
Read more https://encrypt-project.eu/communication/news/tilt-tilec-workshop-on-
the-data-act/  

 
 
UNIMAN Seminar on hardware acceleration via TornadoVM 
On November 17th our partners from UNIMAN hosted a seminar on hardware 
acceleration via TornadoVM for researchers in the Computer Science department. 20 
researchers attended the seminar that was organized as physical event in the campus of 
the University of Manchester.  
 
Read more https://encrypt-project.eu/communication/news/uniman-seminar-on-hardware-acceleration-via-
tornadovm/  
 
 

ENCRYPT @ InfoCom World 2022 
Our colleagues from partner Eight Bells Ltd. presented the objectives and vision of 
ENCRYPT project at the 24th Conference of InfoCom World 2023, in the Science Section 
on November 29th 2022.  
 
Read more https://encrypt-project.eu/communication/news/encrypt-infocom-world-
2022/  
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2023 IEEE CSR Workshop on Privacy-Preserving Data Processing and Analysis (2P-DPA) 
 
ENCRYPT partners are delighted to announce the organisation of Workshop entitled “2023 IEEE CSR Workshop on 
Privacy-Preserving Data Processing and Analysis (2P-DPA)” in the context of 2023 IEEE International Conference 
on Cyber Security and Resilience (IEEE CSR 2023). 
 
Prospective authors are encouraged to submit previously unpublished contributions from a broad range of topics, 
which include but are not limited to the following: 
 Architectures for secure data processing 
 Advanced and scalable encryptions techniques 
 Privacy preserving data processing 
 Confidential computing 
 Trusted execution environments 
 
 

   Mark the dates    
Paper submission deadline: March 15, 2023 
Authors’ notification: April 01, 2023 
Camera-ready submission: April 15, 2023 
Early registration deadline: May 5, 2023 
 
For more information, please visit the Workshop’s website at https://www.ieee-csr.org/2p-dpa/  
 
We are looking forward to welcoming you at the event! 
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